SUPER SITE REPORT - WEBSITE HEALTH REPORT

wptavern.com
88 Good overall, with a few things worth fixing. We found 24 issues; the weakest area
Grade B is Security (81/100).
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Category scores

Category Score Grade Lighthouse
Security 81 B —
Performance 91 A 92
SEO 81 B 92
Accessibility 98 A+ 96

Best practices 99 A+ 100

Lighthouse (mobile)

Largest Contentful Paint 3.1s
Cumulative Layout Shift 0.01
Total Blocking Time 20 ms
First Contentful Paint 21s

Speed Index 21s

Issues to fix (28)

X)) Slow Largest Contentful Paint (LCP)
Largest Contentful Paint was 3.1 s in the mobile lab test (good is 2.5 s or less).

How to fix: Speed up the server response, preload or prioritise the hero image (‘fetchpriority="high""),
serve it as WebP/AVIF at the right size, and remove render-blocking CSS/JS above the fold.

WordPress tip: Use a caching plugin with page caching, an image optimiser that serves WebP, and make
sure the hero image is not lazy-loaded.



X No clickjacking protection

Neither X-Frame-Options nor CSP frame-ancestors is set.

How to fix: Send "Content-Security-Policy: frame-ancestors 'self"” (modern) and/or “X-Frame-Options:
SAMEORIGIN® (legacy browsers).

WordPress tip: WordPress already sends X-Frame-Options on wp-admin and the login page, but not on
the front end — add it in the server config or a headers plugin.

@) WordPress usernames are publicly listed
/wp-json/wp/v2/users lists 5 user slug(s) to anonymous visitors.

How fto fix: Restrict the users endpoint to logged-in users and use strong passwords plus two-factor
authentication.

WordPress tip: Security plugins such as Wordfence or Solid Security can disable REST user enumeration,

or filter ‘rest_endpoints’ to remove /wp/v2/users for logged-out visitors.

CX) Missing meta description

No meta description tag found.
How to fix: Write a unique 120-160 character summary that tells searchers why to click.

WordPress tip: Add it in the Yoast/Rank Math box under the editor, or set a template for each post type.

) No H1 heading

No H1 heading on the page.
How to fix: Add one clear H1that matches the page topic.

WordPress tip: Many themes output the post title as H1 automatically; page builders sometimes turn it into
a styled <div> — set the heading level to H1.

) Broken links

2 broken internal and 2 broken external link(s) found.

How to fix: Update or remove links that return 404/410 or server errors; redirect deleted pages to their
closest replacement.

WordPress tip: The free “Broken Link Checker” plugin or Redirection plugin help find and fix them.

X)) Duplicate page titles
1title(s) are shared by more than one page.

How to fix: Give every page a unique title describing its own content.

WordPress tip: Set title templates in Yoast/Rank Math and override them for pages that collide.



X)) Pages without meta descriptions
24 of 24 other indexable page(s) have no meta description.

How to fix: Add a 120-160 character description to your important pages.

Render-blocking scripts and stylesheets
2 blocking script(s) and 10 stylesheet(s) in the page head.

How to fix: Add ‘defer’ to scripts that don’t need to run early, inline small critical CSS, and load the rest
asynchronously.

WordPress tip: Plugins like Autoptimize, Perfmatters or FlyingPress can defer JS and inline critical CSS;
WP 6.3+ supports ‘strategy => defer’ in wp_enqueue_script.

Images not in modern formats
9 of 9 images are JPEG/PNG/GIF without a WebP/AVIF alternative.

How to fix: Serve WebP/AVIF (with <picture> fallbacks if you need them) or let an image CDN negotiate
the format.

WordPress tip: WordPress 5.8+ handles WebP uploads; an optimizer plugin can convert existing media in
bulk.

Heavy images

1 sampled image(s) are over 400 KB.
How fto fix: Resize images to the size they're shown at, compress them, and serve WebP or AVIF.

WordPress tip: Use an optimizer such as EWWW, ShortPixel, Imagify or Converter for Media to compress
and convert to WebP/AVIF automatically.

Web fonts may block text rendering

Google Fonts URL without &display=swap: https://fonts.googleapis.com/css?
family=Lato:400,700%7CLibre+Baskerville:400,700,ital@0;18&ver=1.0.0

How to fix: Add “font-display: swap’ to @font-face rules, or ‘Sdisplay=swap’ to Google Fonts URLs. Self-
hosting fonts saves extra connections too.

No security.txt file
/.well-known/security.txt was not found (or has no Contact: line).

How to fix: Publish /.well-known/security.txt with at least a *Contact:” and an “Expires:” line.



No Content-Security-Policy
No Content-Security-Policy header.

How to fix: Start with a report-only policy, then enforce. A practical baseline: "default-src 'self'; frame-
ancestors 'self'; object-src 'none'; base-uri 'self'; upgrade-insecure-requests’, adding the third-party hosts
you actually use. Prefer nonces or hashes over 'unsafe-inline'.

WordPress tip: WordPress core and many plugins rely on inline scripts, so a strict CSP takes testing. Begin
with ‘frame-ancestors 'self'; object-src 'none’; base-uri 'self'; upgrade-insecure-requests’ — safe on
almost every WP site.

X-Content-Type-Options missing
X-Content-Type-Options: nosniff is not set.

How to fix: Send "X-Content-Type-Options: nosniff  on all responses.

No Referrer-Policy
No Referrer-Policy header.

How to fix: Send ‘Referrer-Policy: strict-origin-when-cross-origin".

No Permissions-Policy
No Permissions-Policy header.

.
?

How to fix: Send e.g. ‘Permissions-Policy: camera=(), microphone=(), geolocation=(), payment=(), usb=()

allowing only what you need.

XML-RPC is enabled
/xmlrpc.php responds (405).

How to fix: If you don’t use the WordPress mobile app, Jetpack or remote publishing, block xmlirpc.php at
the server.

WordPress tip: Block it in nginx (‘location = /xmirpc.php { deny all; }') or .htaccess, or use the
‘xmlirpc_enabled filter.

No DMARC record
No DMARC record at _dmarc.wptavern.com.

How to fix: Add a TXT record at *_dmarc.yourdomain® such as 'v=DMARCT; p=none;
rua=mailto:dmarc@yourdomain’, review the reports, then tighten to ‘p=quarantine’ or ‘p=reject".



No structured data
No JSON-LD or microdata found.

How to fix: Add JSON-LD for your organisation/website, plus the type that fits each page (Article,
Product, LocalBusiness...). Check it with Google’s Rich Results Test.

WordPress tip: Yoast/Rank Math output Organization and WebSite schema; WooCommerce adds Product
schema.

robots.txt doesn’t list a sitemap

No “Sitemap:” line in robots.txt.

How to fix: Add "Sitemap: https://yourdomain/sitemap.xml’ (absolute URL).
WordPress tip: Yoast and Rank Math add it automatically to the virtual robots.txt.

Internal links point at redirects
9 internal link target(s) redirect.

How to fix: Update internal links to point straight at the final URL.

Pages without an H1
2 page(s) have no H1 heading.

How to fix: Give each page one descriptive H1.

Thin pages
2 page(s) have fewer than 200 words of visible text.

How to fix: Expand them with genuinely useful content, merge similar pages, or noindex utility pages.

Duplicate element IDs
3 id value(s) are used more than once.

How to fix: Make every id aftribute unique on the page.

No IPv6 address
wptavern.com has no AAAA record.

How to fix: Add an AAAA record if your host or CDN supports IPvé.

Not ready for the HSTS preload list
For preload the header still needs: includeSubDomains, preload.

How to fix: Serve ‘'max-age=31536000; includeSubDomains; preload” on the root domain, redirect
http—https on the same host first, then submit at hstspreload.org.



No CAA record
No CAA records for wptavern.com — any public CA may issue certificates.

How to fix: Add e.g. ‘'yourdomain. CAA O issue "letsencrypt.org"” for each CA you use (check your CDN'’s
required CAs first).

Passed checks (27)

Valid SSL certificate - HTTP redirects to HTTPS - HSTS enabled - No mixed content - Fast server response - Brotli
compression - HTTP/2 supported - Lean HTML - Off-screen images are lazy-loaded - Static files are cacheable -
Page loads successfully - Page is indexable - Good page title - Canonical URL set - Mobile viewport set: Open
Graph tags present - robots.txt allows crawling - XML sitemap found - Missing pages return 404 - One
preferred hosthname - Page language declared- Allimages have alt aftributes - Form fields are labelled - Links
and buttons have names : Logical heading structure - Standards-mode HTML5 document - SPF record present

Generated by Super Site Report (supersitereport.com). Methodology: supersitereport.com/methodology/. Lab results vary slightly
betweenruns.



